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Cybersecurity
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Cybersecurity
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FBI – 2017 Internet Crime Report – Released on May 7, 2018

• Revealed that the center received more than 300,000 complaints last year with reported 

losses of more than $1.4 billion.

• Most common crime types reported by victims

• Most common crime types in terms of dollars

https://pdf.ic3.gov/2017_IC3Report.pdf

PrivacyRights.org – a non-profit which maintains a chronology of data 

breaches since 2005

Average loss per record is about $200 per the Verizon Data Breach Report

Cybersecurity



GELMAN, ROSENBERG 

& FREEDMAN Certified Public Accountants 66|

Cybersecurity
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BDO Report – Global Risk Landscape 2018 – topics include:

• Regulation seen as an increasing threat – PCI, GDPR

• Futureproofing – right technology to ensure future success

• Navigating risk with agility in IT and systems

• Innovation by repurposing current resources

Cybersecurity
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A Brief History of Technology
1980s-1990s-2000s
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Business IT Today
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• IT is much more functional

• As we do more with IT, it becomes much more critical to 

our day-to-day

• Connectivity keeps getting faster and more ubiquitious

Business IT Today
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The cloud allows small to midsize businesses to 

leverage complex solutions that were previously 

only available to larger enterprises.

What is Cloud?
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• Works beautifully when done right

• Simplicity, Scalability, Accessibility

• ROI/TCO

• Almost everything is available in the cloud

Cloud Changes Everything
Benefits
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We have not succeeded in answering all your problems.  The 
answers that we have found only serve to raise a whole new set 
of questions. In some ways we feel we are as confused as ever, 
but we believe we are confused on a higher level, and about more 
important things.

(From the final report of an anonymous industrial consultant, quoted 

in "When Time Breaks Down" -- A.T. Winfree)
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Then

Each organization controlled their IT, data, and security

Now

Everything is controlled by the cloud providers, including 

compliance, BYOD, and upgrades, and is outside of the company’s 

control. Much of this causes more harm than good

Then and Now
Control
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Then

Before cloud, everything was behind the corporate firewall

Now

Less and less is behind the firewall

Then and Now
Accessibility
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Accessibility is a Double-Edged Sword



GELMAN, ROSENBERG 

& FREEDMAN Certified Public Accountants 1818|

Then

Before cloud, IT infrastructure was the challenge

Now

Infrastructure is simpler, applications & security are the challenge

Then and Now
Infrastructure vs. Application Focus
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Most common ways of attack

• Phishing emails

• Watering hole

o Social media sites, amazon, etc.

• Credential theft techniques

o Physical access – shoulder surfing

o Keylogging

Cybersecurity

www.elite-keylogger.net

https://www.elite-keylogger.net/
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Implement proper controls – need to understand threats

• Patch applications

• Consistency in the application of controls

• Automate where possible

• Physical security

• Software security

• Manage vendor risks

• CISecurity.org – a non-profit that provides great tools for control implementation

Cybersecurity
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Manage Vendor Risks

• Focus on the objective: protecting data / network

• Staff appropriately

• Understand fact of relationship / transaction

• Understand risks by thinking worst case scenario from outset

• Minimize risks: do not risk it if you don’t have to

• Discuss objective, facts, risks, protection with those responsible

Cybersecurity
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Manage Vendor Risks - Continued

• Assess 3rd party’s sophistication and commitment

• Agree upon appropriate protections

• Investigate ability to comply

• Obligate compliance, notification (to you), responsibility

• Include incident response planning

• Cyber Insurance: transfer risk where possible

Cybersecurity
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Cybersecurity

Training Awareness Review Policies
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How can hackers be stopped?

• Focus on Active Directory

• Evaluate what the organization currently has, i.e. digital assets, devices, applications, etc.

• Gain support from governance – support from the top

• Use reports from www.cyberark.com/cisoviews

Cybersecurity
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Implement Incident Handling Program
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Benefits of an IT Audit

• Helps identify threats and vulnerabilities for the 

specific organization

• Helps determine if existing controls in place to secure 

information assets are working effectively

• Helps evaluate the efficiency of an entity’s 

information system
Rigo Technology

https://rigotechnology.com/itaudit.html
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• Solid Backups

• Application security

• Malware protection

• Email & web security

• Secure your VPN and Firewall

• MDM/HDD encryption

• Single sign-on

• Education and Awareness

Cyber Threats
Prevention



Questions?
We’d like to hear from you!



Disclaimer
This seminar is not intended as, and should not be taken as, financial, tax, accounting, legal, consulting or any other type of 

advice. While we use reasonable efforts to furnish accurate and up-to-date information, we do not warrant that any 

information contained in or made available in this webinar is accurate, complete, reliable, current or error-free. We assume no 

liability or responsibility for any errors or omissions in the content of this seminar.

The use of the information provided in this seminar does not establish any contractual or other form of client engagement 

between Gelman, Rosenberg & Freedman P.C., Tabush Group and the reader or user. Any U.S. federal tax advice contained in 

this seminar is not intended to be used for the purpose of avoiding penalties under U.S. federal tax law. Readers and users of 

this seminar information are advised not to act upon this information without seeking the service of a professional accountant.
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