
Ricardo Trujillo, CPA, CITP, CISA

Partner

Jennifer Arminger, CPA

Partner

Robert W. Albrecht, CPA

Partner

Top 10 IT Risks Facing 
Not-for-Profit Leaders

Is Your Sensitive Data at Risk?

January 25, 2018



GELMAN, ROSENBERG 

& FREEDMAN Certified Public Accountants www.grfcpa.com | 2

Housekeeping
Technical Difficulties?

Contact Webex at 1-866-229-3239

Event #624 279 585 / Event Password: GRF2018

Or, use the chat function to report any issues to the administrator

The webinar will be recorded and made available after the event

Please use the “Chat” function for any technical questions
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• Attendees seeking CPE for this presentation must complete and submit a short evaluation survey that 

will pop up on their screens after the webinar ends

• Three words will be shared during the presentation; the survey will ask you for those words

• Attendees cannot claim CPE unless we receive a completed evaluation with the correct words

• Technical questions about the survey can be addressed to Jennifer Disharoon at jdisharoon@grfcpa.com

• Turn off your pop-up blocker; leaving it on could block the survey

• This presentation is available to download at www.grfcpa.com/webinars/
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Housekeeping
CPE Credit Information

mailto:jdisharoon@grfcpa.com
http://www.grfcpa.com/webinars/
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Housekeeping
Webinar Objectives

Learning Objective
To provide attendees with a better understanding of the top 

10 IT risks facing nonprofit organizations in 2018

Instructional Delivery Methods
Group Live and Group Internet-based

Recommended CPE
2.0 CPE

Recommended Fields of Study
Audit

Prerequisites
None required

Advance Preparation
None

Program Level
Basic

Course Registration Requirements
None

Refund Policy
No fee is required to participate in this session.

Cancellation Policy
In the event that the presentation is cancelled or rescheduled, 

participants will be contacted immediately with details.

Complaint Resolution Policy
Gelman, Rosenberg & Freedman is committed to our seminar participants’ 100% satisfaction and will make every reasonable 

effort to resolve complaints as quickly as possible. Please contact kdavis@grfcpa.com with any concerns.
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Ransomware –
Anatomy of an Attack

https://www.youtube.com/watch?v=4gR562GW7TI&t=13s
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Agenda

1 | Threats Today

2 | Managing Risks

3 | Planning to Respond
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Threats Today
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Cyber Threats Today
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Internal actors were responsible 
for 43% of data loss, half of 
which is intentional, half 
accidental.

This year, companies that had
data breaches involving less than 10,000 
records, the average cost of data breach was 
$4.9 million and those companies with the 
loss or theft of more than 50,000 records 
had a cost of data breach of $13.1 million.

Intel Security Report, Grand Theft Data: Data exfiltration study: Actors, tactics, and detection
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Cyber Threats Today
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Intel Security Report, Grand Theft Data: Data exfiltration study: Actors, tactics, and detection
Intel Security Report, Dissecting the Top Five Network Attack Methods: A Thief’s Perspective
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Potential Financial Impact

1 | According to the Ponemon Institute, the cost of a malicious or     

criminal data breach in the US is $230 per record

2 | Cost of a non-criminal data breach is $158 per record

3 | Additional costs include:

• Restore reputation - $9.4 million
• Tech support - $2.5 million
• Lost user productivity - $3.1 million
• Revenue loss and business disruption - $3 million
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Cyber Threats Today
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Managing Risks

CPE word #1
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IT Risk Management Framework
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ORGANIZATIONAL 
CHALLENGES

• Strategic Alignment
• Operational Excellence

• Mobility and Availability
• Cyber Security/Privacy
• Big Data Analytics
• Incident Response
• Technology Readiness

• Risk Management
• Continuous Monitoring
• Retention/Disposition
• Investigations and 

Litigation Support
• Enable and Enforce Policies
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Policies, Procedures and Updates
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SOFTWARE 
PATCHING
Lack of software 
updates

ACCESS CONTROL
Who has access to your system 
and do they really need it?

THIRD PARTY 
VENDORS
Are your third party 
vendors secure?

PEOPLE
Internal actors up to no good or 
being exploited
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Managing Cloud & Mobile Risks
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• Mobile Applications (i.e., donor apps)

• Privacy & Data Protection

• Cloud / Hosting Storage (i.e., PII, PHI, PCI)

• Data Security, Litigation Readiness

• Data Ownership / Access / Return 

• IoT

• Data Storage & Security

• Data Ownership
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Managing Information Risks
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Managing Vendor Risks
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• Ask questions…then ask more questions

• This leads to more questions

• Understand data flows, retention, sharing and usage

• Sensitize your vendor to the importance of privacy

• Get involved as early as possible to identify issues

• Types of data

• Process issues (ownership/access/etc.)

• Cross-border transfers

• Other regulatory compliance
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Managing Vendor Risks
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• Key provisions to consider

• Audit rights

• Security audit reports – SSAE 16/ISAE3402

• Disaster recovery/business continuity

• Compliance with laws

• Ownership/usage/destruction

• Indemnities

• Warranties

• Exclusions to limitations of liability

• Insurance



Planning to Respond

CPE word #2
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1. Develop Governance Framework

22



GELMAN, ROSENBERG 

& FREEDMAN Certified Public Accountants www.grfcpa.com |

2. Focus on Data Privacy
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Governance IT 
Architecture

Entitlement 
Management

Data 
Protection

Third Party 
Management

Risk 
Assessment

Vulnerability & 
Event/Incident 

Management
Dashboards 
& Reporting

Training & 
Incident 

Awareness

Security Infrastructure Security Management Risk Analysis/Reporting & Incident Mgmt Communication 
& Awareness

• Information Security 
Strategy

• Information Security 
Policies & Standards

• IT Organizational 
Structures

• Security Operating 
Processes

• IT Human Capital 
Optimization

• Identity and Entitlement 
Management

• Customer Enterprise 
Authentication (“CEA”)

• Data Protection (“DP”)

• Developer Access to Production 
(“DAP”)

• Vendor Risk Management

• Common Risk Assessment (“CRA”)

• Vulnerability Assessment (“VA”)

• Security Event Management (“SEM”)

• Security Incident Management

• Information Security Metrics and 
Reporting

• Information 
Security Training

• Information 
Security Comm.

• Customer Comm. 
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3. Implement an Incident Handling Program
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4. Update, Update, Update
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• Policies & SOP’s

• Vendor contracts

• Insurance policies

• Access controls

• IT plans
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5. Communicate and Train
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• Users

• Volunteers

• Board members

• Vendors
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6. Implement a Holistic Cyber Risk Strategy
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Questions?
We’d like to hear from you!

CPE word #3



Join Us Again
“Implications of the New Tax Law on Tax-Exempt Organizations” (webinar)

February 15, 2018

11:00 a.m. – 12:00 noon

Register at 

https://www.grfcpa.com/resources/events/implications-of-the-new-tax-law-on-tax-exempt-organizations

https://www.grfcpa.com/resources/events/implications-of-the-new-tax-law-on-tax-exempt-organizations


4550 Montgomery Avenue, 

Suite 650N, Bethesda, MD 20814

(301) 951-9090

www.grfcpa.com 

twitter.com/grfcpas

facebook.com/grfcpas

linkedin.com/company/gelman-

rosenberg-&-freedman-cpas

instagram.com/grfcpas/

Ricardo Trujillo, CPA, CITP, CISA
rtrujillo@grfcpa.com

(301) 951-9090

Jennifer Arminger, CPA
jarminger@grfcpa.com

(301) 951-9090

Robert W. Albrecht, CPA

ralbrecht@grfcpa.com

(301) 951-9090

Get In Touch
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