
Getting Started with 
a Cybersecurity and 
IT Risk Management 
Policies & 
Procedures Manual

Cybersecurity should be at the forefront of your 
strategic plans, but it can be difficult to identify where 
to begin. The abundance of resources available can 
make it overwhelming. 

If you are just getting started on your cybersecurity 
journey, check out our tips in this article: “Remote 
Work Reinforces the Need for Appropriate 
Cybersecurity.” Additionally, these Risk Checklists 
can help you determine what areas may need to be 
improved in the coming year. 

Cybersecurity starts from the top down. The first 
step is to get leadership buy-in to ensure the entire 
organization follows procedures. Next, develop and 
implement formal Information Security policies and 
procedures. Having predefined, documented controls 
in place is a critical component to protecting  
your data.

Read on for the top nine policies and procedures that 
your organization should have to ensure appropriate 
information security controls: 
 

1. Information Security Policy

2. Access Control Policy

3. Security Awareness / Training Policy

4. Acceptable Use

5. Confidentiality Agreement / NDA

6. Information Transfer Policy

7. Incident Response Plan and  

Disaster Recovery Plan

8. Risk Management Policy

9. Information / Data Classification Policy

https://www.grfcpa.com/resource/remote-work-reinforces-the-need-for-appropriate-cybersecurity/
https://www.grfcpa.com/resource/remote-work-reinforces-the-need-for-appropriate-cybersecurity/
https://www.grfcpa.com/resource/remote-work-reinforces-the-need-for-appropriate-cybersecurity/
https://www.grfcpa.com/resource/assessing-it-and-privacy-risk/
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1. Information Security Policy

An information security policy outlines applicable controls that the 
organization implements to protect its data. The policy provides 
management direction and support for information security. 

Typically, this information security policy is a high-level document 
that references other security policies (such as those below) and is 
reviewed on an annual basis to account for any organizational or IT 
infrastructure changes (moving to the cloud, changing accounting 
systems, etc.) 

2. Access Control Policy

The Access Control Policy ensures that only authorized users have 
access the network, and that they have the correct access rights 
within the network. This makes sure that users are safeguarding 
their authentication information and helps to prevent unauthorized 
access to your systems and applications. 

Within this policy, outline the password policy required for the 
organization. For example, you can require that passwords have 
8 characters, have numbers, symbols, upper/lower case, must be 
changed every 90 days, and cannot be reused.

You can also define the use and requirements for multi-factor 
authentication, such as a push notification, within the system. This 
helps protect against breached credentials by requiring users to have 
something else other than a password. 

For more information, read our blog post on identity and access 
management. 
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3. Security Awareness / Training policy

Bad actors frequently target end-users and one of the most 
common attacks is “phishing,” which takes advantage of our 
human nature to trust individuals. Phishing emails can result 
in someone downloading malicious software, giving away 
credentials, and other data breaches. The best way to reduce 
this risk is to implement a security awareness training policy in 
which individuals must complete an annual cyber awareness 
training program. 

Within this policy, you can outline the consequences for failing 
a phishing test and require users to comply. 

4. Acceptable Use 

The Acceptable Use Policy outlines the use of computer 
equipment and is in place to protect the employee and 
organization from risks including virus attacks, compromise of 
network systems and services, and legal issues. 

Within the Acceptable Use Policy, include information 
on using email, the internet, applications, and computing 
equipment. These policies should identify appropriate use cases 
and identify cases that are not acceptable. You should include a 
section on what happens in the event of noncompliance. 

This policy will help to protect the organization’s information 
and equipment by telling employees exactly how they should 
use equipment and organizational assets.
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5. Confidentiality Agreement / NDA

Whenever an employee, contractor, or third party will 
be working with confidential or sensitive information, 
it is important to require them to sign Non-Disclosure 
Agreements (NDAs) or confidentiality agreements that 
stipulate the protection of an organization’s data. These 
agreements enforce protections for a vendor’s use of the data 
or an employee’s change in employment. 

6. Information Transfer Policy

Policies for proper handling and transmitting of sensitive 
information can include requiring email encryption or other protections; using a third-party portal to share the 
information; and protecting USB hard drives if they contain organizational information. This policy should 
also outline policies and practices when transferring sensitive data, such as not allowing credit card numbers or 
SSNs to be sent over a plain text email.

7. Incident Response Plan and Disaster Recovery Plan

The incident response plan and accompanying disaster recovery plan clearly outline the procedures to be 
followed after ransomware has been detected within the organization’s IT resources. According to the National 
Institute of Standards and Technology (NIST), an incident response plan should include four sections.

Preparation
Ensure everyone at the organization understands his or her role in the event of an incident. Develop 
scenarios to ensure that the plan works as intended.

Detection & Analysis
Determine if an incident occurred, the type of incident involved, and its severity.

Containment, Eradication & Recovery
Stop what is causing the incident before any further damage is done and restore the affected systems.
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https://www.nist.gov/
https://www.nist.gov/
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Post-Incident Activity
Conduct a lessons learned exercise identifying whether documented procedures were followed and if 
they were adequate. This also includes steps to avoid this scenario in the future.

Typically, these plans will outline exactly who you will contact when an incident occurs, such as your cyber 
insurance provider or your IT provider. Internally, it is essential to have a chain of communication and backups 
in place in case a key individual is unavailable. These communication chains can be tested on an annual basis to 
identify any shortcomings or changes needed. 

8. Risk Management Policy

All activities that an organization undertakes involve some level 
of risk. Organizations can manage exposure to these risks by 
assessing the likelihood of an event happening and monitoring 
the most impactful and probable risks at the top of a risk 
management register. The goal of a risk management policy is to 
identify those top risks, evaluate risks and plans, and identify the 
roles and responsibilities over risks within the organization. 

By identifying and creating a plan around risks, your organization 
will be ready to act when risks occur and better equipped to 
reduce its exposure to risks in the first place. For example, you 
might identify phishing attacks as a top cyber risk. These attacks have a high likelihood and impact on the 
organization, so you may mitigate this risk by implementing end-user security awareness training and setting up 
email filters to catch items commonly included in phishing emails. 

9. Information / Data Classification Policy

The information and data classification policy provides a framework for identifying the organization’s data 
based on its sensitivity, value, and criticality to the organization. This policy will aid in identifying the security 
controls needed for certain types of information. Typically, this will work in unison with other policies such as 
access control, information transfer, confidentiality, etc., because those policies are put in place to protect the 
sensitive and confidential data classified through this policy. 
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There are usually four levels of information classification: public, 
sensitive, confidential, and top secret. Each of these will have 
different controls over who can see the information, how it is 
stored, and how it is transferred. 

Getting Started

Whether you are looking to improve a program or just getting 
started, a risk assessment is a good way identify your organization’s 
top risks. From there, the SANS Institute provides templates that 
you can use to get started on building out these policies. 

Need Help?
 
We are here to help you and can provide customized risk assessments to identify areas to help improve your 
cybersecurity posture. Get started on your journey. 
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