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Gelman, Rosenberg & Freedman CPAs is now GRF CPAs & Advisors

Please note our new address: 

4550 Montgomery Avenue, Suite 800N, Bethesda, MD 20814



Housekeeping

• Important: Three (3) CPE words will be provided during the presentation. Please write them down – we will not provide them again 

via Zoom or email (no exceptions).

• Please complete the electronic survey that will appear automatically at the end of  the webinar.

• Attendees seeking CPE for this presentation must complete the survey and enter all three CPE words. You cannot claim CPE unless 

we receive a completed evaluation with the correct words.

• This presentation will be recorded and made available to download at www.grfcpa.com/webinars. 

• Technical questions about the survey can be addressed to Nathan McElveen at nmcelveen@grfcpa.com. 

3

CPE Credit/Technical Support

http://www.grfcpa.com/webinars
mailto:dacosta@grfcpa.com


Housekeeping
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Additional Information

Learning Objective

Understand the evolution fraud during the time of COVID and learn best practices 

to protect your organization from falling victim to fraud

Instructional Delivery Methods

Group Internet-based

Recommended CPE

1.0 CPE Credit

Recommended Fields of Study

Specialized Knowledge

Prerequisites

None required

Advance Preparation

None

Program Level

Basic

Course Registration Requirements

None

Refund Policy

No fee is required to participate in this session.

Cancellation Policy

In the event that the presentation is cancelled or rescheduled, participants will be contacted 

immediately with details.

Complaint Resolution Policy

GRF CPAs & Advisors is committed to our participants’ 100% satisfaction and will make every reasonable effort to resolve complaints as quickly as possible.

Please contact kdavis@grfcpa.com with any concerns.

Disclaimer

This webinar is not intended as, and should not be taken as, financial, tax, accounting, legal, consulting or any other type of advice. Readers and users of this webinar information are advised not to 

act upon this information without seeking the service of a professional accountant.

mailto:kdavis@grfcpa.com
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Fraud and Cybersecurity 
in the Time of COVID

How to best protect your organization



Fraud in the Time of COVID

• Recent study found 184,000 fraud cases resulting in losses of  over $124M from Jan 1, 2020 – Aug. 31, 2020

• AccountingToday reports that fraud has increased across nearly every category:

• Insurance fraud – 12% increase

• Loan and bank fraud – 11% increase

• Financial statement fraud – 11% increase

• Identify theft – 10% increase

• Employee embezzlement – 9% increase

• Paycheck Protection Program (PPP) has been attracting fraudsters
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Cybersecurity in the Time of COVID

• Organizations pushing for digital transformation

• Need for heightened cybersecurity posture

• Risks caused by remote employees – caused increase in cost of  average data breach by $137k

• Increased workload for IT department or increased reliance on third parties

• Data breach of  the federal disaster loan applications impacted 8,000 small business owners, exposing their 

applications

• Phishing attacks are the most common scheme
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Cyber Risk Landscape

• More organizations are embracing modern technology 

than ever before

• Each year more goes from physical to digital

Digital Transformation - the integration of  digital 

technology into all areas of  an organization changing how 

you operate and deliver value.

1. Third Parties

2. Enterprise Resilience

3. Internet of  Things

9

Digital Transformation



Polling Question #1

Does your organization have a Disaster Recovery or Business Continuity Plan in place?

A. Yes

B. No/unsure

C. In process
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Fraud Schemes

Fake Charities:

• On the IRS “dirty dozen” list each 
year

• Ramp up in times of  disaster

• Seek funding for phony 

organizations posing as legitimate 

relief  organizations

• Buy-up domain names similar to a 

legitimate organizations
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Phishing and phone scams:

• Sent through email, SMS message, 

voice calls, deep fakes

• Posing as health care organizations 

with information on test results, 

cures, local outbreaks, contact 

tracing, etc.

• Local NFP lost over $7M due to a 

successful phishing scheme by 

fraudsters

How fraudsters are capitalizing on the pandemic

False billing schemes
• Fake invoices submitted for services not rendered

• Disguised to be from legitimate businesses, typically one-time, expensive 

services



Case Study

Comparison of two similar organization

Organization 1:

• Proactive about digital 

transformation (90% of  financial 

information available electronically)

• IT Infrastructure in place to support 

remote work capabilities

• IT assets are catalogued and current 

with updates/patches

• Policies and procedures over remote 

work, disaster recovery and business 

continuity in place

Organization 2:

• Digital transformation in progress 

(25% of  documentation available 

electronically)

• IT infrastructure in place to support 

remote work capabilities

• IT assets catalogued, but not all 

current with updates/patches

• No policies and procedures in place 

over remote work, disaster recovery, 

and business continuity in place



Case Study

How they handled the pandemic

Organization 1:

• Smooth transition into 

virtual/remote work environment

• No slowdown or over-burdening of  

employees with work

• Shifted focus to being a change 

leader in the industry and publishing 

informational articles on how to 

handle the pandemic

• Observed increased traffic on their 

website as a result of  development 

efforts

Organization 2:

• Slow transition to virtual work 

environment, resulting in backup of  

work and delay in processes

• Employees were overworked and 

stressed due to new environment

• Forced to update or develop 

policies and procedures over various 

key processes

• Took several months to get back to 

neutral



Polling Question #2

Has your organization performed an IT and/or Cybersecurity Risk Assessment?

A. Yes

B. No/unsure

C. In Process
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• Banking internal controls

o Protects against fake ACH payments, fraudulent checks and other methods of  payment

o Positive pay and ACH block

o Dual-signing authority for outgoing payments

• Heightened review and approval processes

o Avoid email for payment authorization

o Electronic platforms for approving/initiating payments (Bill.com, DocuSign, etc.)

o Dual-signing authority at various levels of  purchasing process

How to protect your organization

15

Implement strategy and controls



• Training

o Helps to protect the organization from fraudulent activity by teaching employees how to identify and 

report fraudulent activity

o Reinforces the organization’s no-tolerance policy toward fraud

• Cyber insurance

o Provides minimum coverage for financial losses stemming from cyber breach

o Customization/tailoring to organization’s needs

o Proof  of  employee training can help to reduce cost of  insurance policies

How to protect your organization (continued)
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Implement strategy and controls



• Policies and procedures

o Whistleblower – provides chain of  command for reporting suspicious activity; establish anonymous 

method to report suspicious activity (hotline, email, online portal, etc.)

o Conflict of  interest – Board of  Directors and employees; periodic (annual) attestation

o Business continuity and disaster recovery – addresses how to respond to and remediate issues arising 

from fraudulent activity

o Internal controls - identifies segregation of  duties over key business processes and those most 

susceptible to fraudulent activity

How to protect your organization (continued)
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Implement strategy and controls



• Artificial intelligence

o Allows for the analysis of  large sets of  data in a short amount of  time with minimal level of  effort

o Typically analyzes general ledgers details, but can be tailored to analyze other data sets

o Built-in control rules that analyze data based on various control points(i.e. Benford’s law, materiality, 

timing of  entry, etc.)

o Flags high, medium and low risk transactions for review / testing

o Utilizes machine-learning – the more the software is used, the more efficient it becomes

How to protect your organization (continued)
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Artificial Intelligence



IT Strategy

• Organization

o Roles & Responsibilities

o Know your data

• Monitor and Enforce

o Encourage 

Communication

o Log, document, review

o Manage Employee Error

o Third party due diligence

• Policies and Procedures

o Info. Sec., privacy, retention, 

etc.

o Disseminate throughout org.

• Processes

o Determine Systems tied to 

Data

o Technologies

o Collaboration

o Training
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Summary: What to do to best protect your organization

http://www.jwaffinityit.com/our-services/it-strategy-planning-consulting

http://www.jwaffinityit.com/our-services/it-strategy-planning-consulting


IT Strategy

• Useful technologies

o Cyber Assessment

o Firewall

o IDS/IPS

o Anti-virus and malware software

o Multifactor Authentication

o Spam filter 

o User security training/phishing campaigns

o Content Filter

o DNS Filtering

o Encryption

o Backups following 3-2-1 rule

o Remote management

o Password policy enforcement

o AI and Machine Learning (i.e. MindBridge)

o Positive Pay and ACH-block

o B2B Integration
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Useful Technologies



Polling Question #3

Do you feel that your organization is adequately prepared to prevent, detect, and deter fraud?

A. Yes

B. No

C. Unsure
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Cyber Risk Assessment



Explore GRF Services:

https://www.grfcpa.com/accounting-services/

GRF Resources
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Explore GRF Events:

https://www.grfcpa.com/resources/events/

Sign Up for Industry Alerts: 

https://www.grfcpa.com/resources/newsletters/

Cybersecurity Assessment:

https://www.youtube.com/watch?v=S0YuaYaPOjE

https://www.grfcpa.com/accounting-services/
https://www.grfcpa.com/resources/events/
https://www.grfcpa.com/resources/newsletters/
https://www.youtube.com/watch?v=S0YuaYaPOjE


Maryland | DC | New York

877-437-4771 | www.grfcpa.com

Questions?

Contact Us

Walt Derengowski, CPA, CFE
Partner, Audit

wderengowski@grfcpa.com

301.951.9090

Mac Lillard, CPA, CFE, CISA, CRISC, CITP, PCIP
Supervisor, Risk Advisory Services, Audit

mlillard@grfcpa.com

301.951.9090

Darren Hulem, CISA, Security+, PCIP
Risk Analyst, IT

dhulem@grfcpa.com

301.951.9090

mailto:wderengowski@grfcpa.com
mailto:mmanley@grfcpa.com
mailto:dhulem@grfcpa.com


Disclaimer

This webinar is not intended as, and should not be taken as, financial, tax, accounting, legal, consulting or any other type of advice. While we 
use reasonable efforts to furnish accurate and up-to-date information, we do not warrant that any information contained in or made 
available in this webinar is accurate, complete, reliable, current or error-free. We assume no liability or responsibility for any errors or 

omissions in the content of this webinar.

The use of the information provided in this webinar does not establish any contractual or other form of client engagement between GRF 
CPAs & Advisors and the reader or user. Any U.S. federal tax advice contained in this webinar is not intended to be used for the purpose of 
avoiding penalties under U.S. federal tax law. Readers and users of this webinar information are advised not to act upon this information 

without seeking the service of a professional accountant.
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