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Deliverables

1. Compiled results in a simple, readable report with a letter-grade score to help identify and mitigate potential 

security risk.

2. Summarized technical details along with mitigation, compliance, standards & regulations detail for the top risks 

items identified.

3. 30-minute consultation to discuss report results.

GRF Cybersecurity Risk 
Assessment and Scorecard

The GRF Cybersecurity Risk Assessment and Scorecard helps identify possible weakness or vulnerabilities of an

organization by evaluating 19 security-related categories and one informational category, as shown below on a

continuous basis. Each category provides specific information about an aspect of an organization’s cybersecurity

posture. The security-related categories are divided into four main groups:

1. Safeguard: Patch Management, Website & 

CDN Security

2. Resiliency: Attack Surface, DNS Health, Email 

Security, DDoS Resiliency, Network Security

3. Privacy: Leaked Credentials, Information 

Disclosure, Hacktivist shares, social network, 

SSL/TLS strength

4. Reputation: Brand Monitoring, Web Ranking, 

IP/Domain Reputation, Fraudulent Domains, 

Fraudulent Apps

Frameworks

• Benchmark against technical 12 

frameworks (NIST, ISO, PCI-DSS, 

GDPR, etc.)

http://www.grfcpa.com/


GRF Cybersecurity Risk Assessment and Scorecard

The GRF Cybersecurity Risk Assessment and Scorecard now includes a ransomware susceptibility index. 
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Ransomware Susceptibility 
Index

The Ransomware Susceptibility

Index was developed with the influx of

ransomware during the COVID-19

pandemic. This can be used by an

organization to see which vulnerabilities

or weaknesses identified from the GRF

Cybersecurity Risk Assessment and

Scorecard could be an early warning

sign for potential ransomware activity.

The scorecard is interactive which allows you 

to dive into each vulnerability or weakness 

and see mitigation strategies. All findings 

come with built in mitigation strategies

Mitigation Strategies

Ransomware Susceptibility Index
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FAQs

1. Will the Cybersecurity Risk Assessment and Scorecard scan affect my network performance?

No, the Cybersecurity Scorecard is non-intrusive because our scan does not touch your organization's assets. It

scans the internet including search engine caches, internet-wide scanners, VirusTotal, PassiveTotal, hacker sites,

paste sites, deep/dark web, etc.

2. Why should we have this scan done and who can access this information about my organization?

Anyone can access the information we compile in the Cybersecurity Scorecard because it is open source. If we find

vulnerabilities with our scan, malicious parties can locate this data as well.

3. What if my in-house IT department believes we are secure?

An affordable, independent assessment is always considered a best practice, and many of our clients have been

surprised by the results. The assessment also offers the opportunity to remediate issues with very little effort and

tremendously improves the security posture and image of the organization.

4. Does my IT department need to make changes to our network prior to the scan?

Since the Cybersecurity Scorecard scan does not touch your organization's data assets, your IT department does not

need to make any network changes prior to the scan. As mentioned above, it scans the internet including search

engine caches, internet-wide scanners, VirusTotal, PassiveTotal, hacker sites, paste sites, deep/dark web, etc.

5. What information do you need to run the Cybersecurity Scorecard scan?

All we need is your domain name. This is the name after the “@” symbol in your email address. For example,

“grfcpa.com”.

6. How long does it take to get my results?

Most organizations receive their scorecard within a week of the scan.

7. How do we fix any vulnerabilities uncovered in the scan and presented in the Cybersecurity Scorecard?

The Cybersecurity Scorecard includes a description, remediation and references of a weakness/vulnerability. The

weakness/vulnerability has been identified and listed on NIST's (National Institute of Standards and Technology)

national vulnerability database with remediation steps provided by vendors.

8. Is the scan available to organizations that do not currently operate a website?

Yes. The Cybersecurity Scorecard is based on your domain name and will use the latest asset-discovery engine

searches to find all IP address ranges and domain names related to the organization. The results generated by the

asset-discovery engine are used as the input for passive vulnerability and configuration scanners, the threat

intelligence agent, and the reputation engine. The Cybersecurity Scorecard then evaluates your organization in 19

security-related categories such as Patch Management, Application Security, CDN Security, Website Security,

SSL/TLS Strength, Credential Mgmt., Hacktivist Shares, Social Network, Information Disclosure, Attack Surface,

DNS Health, Email Security, Network Security, Brand Monitoring, IP Reputation, Fraudulent Apps and Domains

and Web ranking.
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