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Housekeeping

Additional Information

Learning Objective

. . ; . . Instructional Delivery Methods
To provide attendees with a better understanding of how to implement cybersecurity measures at y

. Group Internet-based
your organization.

Recommended CPE Recommended Fields of Study
1.0 CPE Credit Risk Management
Prerequisites Advance Preparation
None required None

Program Level Course Registration Requirements
Basic None
Tt 2ok Cancellation Policy

In the event that the presentation is cancelled or rescheduled, participants will be contacted

No fee is required to participate in this session. . . . .
! p p immediately with details.

Complaint Resolution Policy
GRF CPAs & Advisors is committed to our participants’ 100% satisfaction and will make every reasonable effort to resolve complaints as quickly as possible.

Please contact £davis@orfcpa.cor with any concerns.

Disclaimer
This webinar is not intended as, and should not be taken as, financial, tax, accounting, legal, consulting or any other type of advice. Readers and users of this webinar information are advised not to
act upon this information without seeking the service of a professional accountant.
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Presenters

Meet the Instructors

Melissa Musser, Ricardo Trujillo, Mac Lillard, Darren Hulem,
CPA, CITP, CISA CPA, CITP, CISA CPA, CFE, CISA, CRISC, CITP CISA, Security+, CEH

Partner Partner Senior Manager Supervisor
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Background and Introductions

Current Landscape

Monitoring your online reputation (What Can Google See)

Agenda

Reputation as a part of the Cybersecurity Pathway

Closing Remarks and Contact Information
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Where We Have Been
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GRF has performed audits in over 100 different countries
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Risk Advisory Tailored Solutions

|
I I I I I I I I

Enterprise Risk

Management Internal Audit Fraud & Forensics Cybersecurity

L

| CPAs B ADVISORS .Iq 8



GRF Cyber Solutions

¢ Compliance framework
benchmarking

¢ Policy and procedure
development

¢ Data privacy and protection

¢ Virtual CISO

¢ Third party risk management

¢ IT strategy assessment

¢ IT mentoring

PAs & ADVISORS

scorecard
¢ Internal threat assessment
¢ Cyber training
¢ Ildentity and access

management

Strategy

¢ Cybersecurity audit

¢ Cyber risk assessment and

Incident response planning
Disaster recovery planning

Business continuity planning

» Tabletop exercises

Penetration testing

Data loss prevention




Current Landscape
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Current
Landscape

* Bach year more goes
from physical to
digital

* Enhanced Reputation
Risk







What can
“Google” see?

Data Breach Index (DBI): 0.877 ©
w

Y
Ransomware Susceptibility Index (RS1): 0.238 © ©
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B- examplecom
Software Publishers (NAICS: 5112)

Safeguard

This report evaluates the security posture for 4 main groups namely Safeguard, Privacy, Resiliency & Reputation and 20 unique categories.
This data is compiled into a simple. readable report with letter-grade scores to help identify and mitigate potential security risks. Each
category has summary or top riskiest assets and technical details along with mitigation, compliance. standards & regulation details can be
found at the bottom of the each category and the Knowledge Base. @

How to read this report?

Safeguard Privacy Resiliency Reputation

Information
Disciosure




Domains () IPEEE)  Subdomains )  DnsRecords Bf)  Services B  SocialMediall] Asn[BJ E-MaisfJ] GeoMap  Company Information

A digital footprint is the record or trail left by the
things you do online. How can you design a

Di g it al defense if you don't know what to defend?

Footprint bemeks

Ditterent programs within the organization spin up their
own websites without the I'T department’s knowledge

Client moved 100% to the cloud but found the old on-
premise server was never decommissioned.

T
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Patch
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Service(s) Total CVSS Score # of Vuln(s)

windows server 2016 165 3

. . CVE-2022-26904
Service Version:

windows server 2012 r2
cpe 2 3:omicrosoftwindows_server 201212 ****

Description:

Windows User Profile Service Elevation of Privilege Vulnerability. More about CVE-2022-26904

References:

https://nvd nist gov/vuln/detail/CVE-2022-26904
https://capec. mitre org/data/definitions/26 . html
https://capec.mitre org/data/definitions/29.html
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GitLab 14.9 - Stored Cross-Site Scripting (XSS)

2022-04-26 * ®  Gitlab 14.9 - Authentication Bypass
2022-04-19 .4 X  EaseUS Data Recovery - ‘'ensserver.exe’ Unguoted Service Path
2022-04-19 ¥ X PTPublisher v2.3.4 - Unguoted Service Path




Hacktivist Shares

e What 1s a hacktivist?

e What can be found in a
hacktivist share?

* What 1s the risk of this
information being leaked?



Information
Disclosure
x X %

* * Data Breach SRR T

) ¢ GDPR * Index

How do we
collect your data

* *

Cookies Policy (
How do we use
and manage)

What data do

* * * we collect Data Rights

The General Data Protection Regulation

Children’s
Online Privacy
Protection

Changes to the
privacy policy

Privacy policy
violations
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Security = = ﬁ =
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« SMB (445), SQL B © Tclnet, RDP, VNC. ‘ * Ports (20 and 21) ”.
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Email / Username Leaked Info Password Type Severity

gyl gmg SRR By R PLAIN
ek e e el o naE T ST 1e**** HASH
. * What should organization email addresses be used for?
Credential

* Password Policy

Management

* [s MFA enabled?

_J' CPAs & ADVISORS e
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Vendor reliability Child safety Trustworthiness Privacy
B0% 60% 60%
Good Good Good

*  Web of Trust (WOT) Crowdsourced Web Safety
*  Website optimization and Quality

B ra n d * Social Profiles

* Domain Safety
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Brand
Monitoring
Continued...

M 1047 AnMentions @ 10 web 2 1037 Social
40
0
S O 12 Ot 19 Ot % 0 & Now 9. Nov 16. Nov 1. Nov 10 Nov 7. Dec
View Mode B = Sertby . Publish Date § Performance Score &
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BRAND24

Social Media Engagement

*  WFA —40% of customers don’t trust traditional
advertising, rely on thoughts and experiences
shared by peers.

Understanding Sentiment

Two-way communication

Google Alerts, Brand24, Hootsuite,
Brandmentions and BuzzSumo.
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SSL/TLS Strength

* SSL — Secure Socket Layer

* TLS — Transport Layer Security H
* TLS 1.0 replaced SSLv3 but
some use the terms Your connection is not private
lnterChaHgGley Attackers might be trying to steal your information from revoked.grc.com (for example,

passwords, messages, or credit cards). Learn maore

® What to IOOk out for: NET:ERR_CERT_AUTHORITY_INVALID |

[7] Automatically send some system information and page content to Google to help detect

¢ Invahd, EXpired, Self— Dangerous apps and sites. Privacy policy

Slgﬂed SSLs HIDE ADVANCED

* POODLE, DROWN,
BEAST attacks

* Up to date CBC-Mode
Ciphers

CPAs & ADVISORS
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EEEEEREREE
Whois Record { last updated on 2022-05-11)

Domain Mame: facebook.com

Registry Domain ID: 2320943 DOMAIN_COM-VRSHN

Registrar WHOIS Server: whois.registrarsafe.com

Registrar URL: https://www.registrarsafe.com
http://www.registrarsate.com

Updated Date: 2022-81-26T16:45:06+00:880
2022-81-26

Creation Date: 1997-83-29T@5:080:00+00:00
1997-83-29

Registrar Registration Expiration Date: 2831-83-30T64:208:00+08:08
2831-83-38

Registrar: Registrarsafe, LLC

Sponsoring Registrar IANA ID: 3237

Registrar Abuse Contact Email: abusecomplaintsgregisrarsare com

Registrar Abuse Contact Phone: 16583037884

Fraudulent
Domains . Whatis 0 squatting

e Who owns the domain? Lookup.icann.org or whois.sc

* Spoofed website mirroring client's website — lead to e-mail
scamming and false vendor invoice payments.

* INGO in Ukraine, more likely to be targeted

¢ g
CPAs & ADVISORS ﬁ




Ransomware Index & TPRM

LOWEST
RISK

INDUSTRY AVERAGE —I

Ransomware Indicators

Remote Access Ports:

Software Vulnerability:

Credential Stuffing:

Misconfiguration:

Fraudulent Domains:

Botnet Activity:

Information Exposure:

Organizational Risk:

Data Breach Index (DBI):

Industrial/Regional Risk:

CPAs 8 ADVISORS

25 findings

233 findings

Minimal

30 findings

Minimal

2 findings

0.2

0.12

0.18

I_ YOU ARE HERE 0.47

HIGHEST
RISK

Ransomware Radar

Remote Access Ports
e —

‘\\.\_\ Software Vulnerability

Industrial/Regional Risk L
‘}’_..-'-"

VORI, WO

Data Breach Index {DBI) Credential Stuffing

Organizational Risk b L ' Misconfiguration

V

Information Exposure \r’,—r-‘/ Fraudulent Domains

Botnet Activity

25



!\

" PoIIin Que

§

prganizatio follg

"

- '
1574

o ¥
>y -
|

L)

9

ork?

3



Reputation as Part of a Cybersecurity Pathway




What is your baseline?

Perform cybersecurity risk assessments to catalog vour digiral

and physical assets and determine risks to your systems

-
-
e .
22 What comprises a
’ -

’ 2
¥ cybersecurity program?
I
\ “l“ l\' o ‘n\'Y‘Cl unty V‘ ‘ll\ Y .I'I\I r(‘ \(’\’ urcs "A‘(d on \"(L|,l\

b = assers and risks noted in the annual risk assessment. Comply

with security trameworks such as NIST, 1SO, cte.

Cybersecuri _—
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~
~
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=23
~
P a t h Wa Do your employees know »
H \
the risks? X
!
Educate stafl with cybersecurity training - develop appropriase Vs
wraining and share polices with seaff, vendors and dienes, P ’
-

£ Are you keeping up to
. date?

' Test with cybersecurity audies - periodically sudit systems foe

cybersecurity changes and chreaes
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What is
your
baseline?

| CPAs & ADVISORS

Preform a risk assessment to help catalog your
digital and physical assets.

This should include an internal and external
scan depending on the network.

Frequently we find devices that clients believed
were already decommissioned.

What is the organization’s “Crown [ewels”’?
g

* What systems are in place to protect those?

&



CYBERSECURITY
FRAMEWORK
VERSION 1.1

Security ®
Standards Council

. * Determine if your organization is required to
Cy be rSGC U ri ty comply with any I'T security frameworks
p rog ram « ISO 27001, NIST 800-53, PCI-DSS, etc...

* Develop policies and procedures to protect the
organization’s “Crown Jewels”

* Policies should have a purpose; don’t need to be
overly complicated

* Don’t leave it up to interpretation

Thh 3
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Does

everyone
know the
risks?

Preform semi-annual
cybersecurity trainings

Pretorm phishing simulations

Send out bulletins about current
events and what to look out for

e New ransomware and attacks
happening as a result of
Russia 1n Ukraine.

av



e Preform annual IT audits

* IT departments and
Managed Service
Providers are amazing,
but who 1s watching the

Are we watcher?

read I Iy o IT Ciis comglex,dncllany do noff
understand and do not verify

protected?

&
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Dysfunctional boards

Reluctance to discuss strategy or risk or both

A failure to refresh board composition resulting in stakeholder

3. A tailure to address succession planning
4. An inability to deal with disruptive behavior by a director

5. Board and committee structure that creates confusion or leaves
1ssues uncovered

Source: https://boardmember.com/different-reasons-board-dysfunctional/

E|
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https://boardmember.com/different-reasons-board-dysfunctional/

Executive Perspectives of Top Risks for 2022

Key Themes

Talent and Culture Concerns
Dominate

+ Ongoing Pandemic Concerns

+ Cyber & Technology

AL Fools Coleps of Maneagament

Enterprise Risk Managemant Initiative

_.--f';:s ¥ ;
=il
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Top Risks for 2022

1 Pandemic-related government policies / regulation
2  Succession challenges; attract and retain top talent

3 Pandemic-related market conditions reduce demand

Digital technologies yequiring new skills or significant efforts to
T ierinaade Dloyees

5 Economic conditions constrain growth opportunities
6 Increasing labor costs impact profitability targets

7  Resistance to change operations / business model

Inability to utilize data analytics and “big data” to achieve market
intelligence

9 ¢ Cyber threats

10  Shifts in social issues / diversity, equity, and inclusion

#14 — Third-party risks, including IT outsourcing
#15 — Legacy IT infrastructure, lack of digital expertise
#21 — Data privacy & security

35
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Top Board Concerns - 2022

Board Members - 2022

Market conditions imposed by and in response to COVID-1% and emerging
variants, including shifts in consumer behavior to digital channels, may continue
to impact customer demand for our care products and services

Government policies surrounding public health practices, social distancing. retum-
ta-work, crowed [imits, and other pandemic-related regulations and protocols may
significantly impact the performance of our business

. . 5 T =T e . ¥
Economic conditions (including inflaticnary pressuses) in markets we currenthy VI EWPDI ntS D |ffEr RE N S I g n Ifl Cﬂnt RI SkS
STV May sighificanthy restrict growth opportunities erimpact marging for our
organization » Board members 0

The adoption of digital technologies (e.g., artificial intelligence, automation in all of

its forms, natural lznguage processing, visual recognition software, virtusl reality
simlations] in the marketplace and in our organization may require new skilis that
either zre in short supply in the market for talent or require significant efforts to upskiil
and reskill cur existing employees

+ CEOs 13
» CFOs 1
» CTOs/CIOs

17

Cwur organization may not be sufficiently prepared ta manage cyber threats such as
ransamweare and other attacks thet have the potential to significanthy disnept core
operations and/or damage our brand

=3

M Macroeconomic Risk lssue 5 Strategic Risk lssue O Operational Risk Issue W 2022 W 202t W 2020

https://www.protiviti.com/US-en/insights/protiviti-top-risks-survey

Fioolz Cofega of Manegament
. wﬁB'ulerprise Risk Managamant Initialive erm.ncsu.edu

| CPAs & ADVISORS
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https://www.protiviti.com/US-en/insights/protiviti-top-risks-survey
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INFORMATION IS READILY DETERMINE YOUR CONTINUE TO DEVELOP
AVAILABLE FOR ANYONE ORGANIZATIONS YOUR CYBER PROGRAM
TO SEE ONLINE BASELINE

Quick
Takeaways

5.

ENSURE EVERYONE TRUST BUT VERIFY
KNOWS THE RISKS

R
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HONNOC

Explore GRF Resources

Cybersecurity and Privacy Risk Services

GRF Cybersecurity Scorecard & Risk Assessment Demonstration

Cvbersecurity Blog Series

Subscribe to GRF Newsletters

Read Our Whitepaper — Elements of Successful

Cybersecurity

b



https://www.grfcpa.com/accounting-services/cybersecurity-and-privacy-risk/
https://vimeo.com/469043683/04266b33ba
https://www.grfcpa.com/resources/newsletters/
https://www.grfcpa.com/resource/elements-of-successful-cybersecurity-whitepaper/
https://www.grfcpa.com/2021/09/cybersecurity-risk-assessment-and-scorecard-blog-series/

Questions?

Contact Us

e

CPAs & ADVISORS
Mac Lillard, Darren Hulem,

Melissa Musser, Ricardo Trujillo,
CISA, Security+, CEH

CPA, CITP, CISA CPA, CITP, CISA CPA, CFE, CISA, CRISC, CITP

0 o @ mmusser@grfcpa.com rtrujillo@grfcpa.com mlillard@grfcpa.com dhulem(@gtfcpa.com

301-951-9090 301-951-9090 301-951-9090 301-951-9090

www.grfcpa.com
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Stay Ahead of Evolving Risks

3-Part Risk Management Webinar Series
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Please note: You do not need to attend all webinars in the series, each session can stand alone.



Disclaimer

This webinar is not intended as, and should not be taken as, financial, tax, accounting, legal, consulting or any other
type of advice. While we use reasonable efforts to furnish accurate and up-to-date information, we do not warrant that
any information contained in-or made available in this webinar is accurate, complete, reliable, current or error-free. We

assume no liability or responsibility for any errors or omissions in the content of this webinar.

The use of the information provided in this webinar does not establish any contractual or other form of client
engagement between GRF CPAs & Advisors and the reader or user. Any U.S. federal tax advice contained in this webinar
Is not intended to be used for the purpose of avoiding penalties under U.S. federal tax law. Readers and users of this
webinar information are advised not to act upon this information without seeking the service of a professional
accountant.
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