
Thank you for 
joining us!
The presentation will begin shortly 
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Housekeeping
Additional Information

Learning Objective

To provide attendees with a road map 

cybersecurity and artificial intelligence.

Instructional Delivery Methods

Group Internet-based

Recommended CPE

1.0 CPE Credit

Recommended Fields of  Study

Specialized Knowledge

Prerequisites

None required

Advance Preparation

None

Program Level

Basic

Course Registration Requirements

None

Refund Policy

No fee is required to participate in this session.

Cancellation Policy

In the event that the presentation is cancelled or 

rescheduled, participants will be contacted 

immediately with details.

Complaint Resolution Policy

GRF CPAs & Advisors is committed to our participants’ 100% satisfaction and will make every 
reasonable effort to resolve complaints as quickly as possible.

Please contact kdavis@grfcpa.com with any concerns.

Disclaimer

This webinar is not intended as, and should not be taken as, financial, tax, accounting, legal, consulting or 

any other type of  advice. Readers and users of  this webinar information are advised not to act upon this 

information without seeking the service of  a professional accountant.

mailto:kdavis@grfcpa.com


Personal 
Service With
Powerful 
Solutions

Located in the Washington D.C. Metro Region

                  Serving clients throughout the United States and Internationally.

Since 1981

GRF CPAs & Advisors
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GRF Solutions

Traditional 
Audit & Tax

Outsourced 
Accounting & 

Technology

Enterprise 
Risk 

Management

Internal 
Audit

Fraud & 
Forensics

Cybersecurity
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Agenda
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Current Landscape

Understanding AI

How AI and other tech can help in the Cybersecurity 
Pathway

Culture

Closing Remarks and Contact Information

Q&A



GRF Cyber Solutions
https://www.grfcpa.com/accounting-services/cybersecurity-and-privacy-risk-
solutions/
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https://www.grfcpa.com/accounting-services/cybersecurity-and-privacy-risk-solutions/
https://www.grfcpa.com/accounting-services/cybersecurity-and-privacy-risk-solutions/


Current 
Landscape

9
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Innovation vs. Disruption
Organizations must harness the chaos of continuous change

Innovation

Doing the same 
things, BETTER

Disruption

Doing NEW things 
that make the old 

things obsolete
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Risk Considerations
Digital Transformation Risk

• More organizations are embracing modern technology 

than ever before

• Each year more goes from physical to digital

Digital Transformation - the integration of  digital 

technology into all areas of  an organization changing how 

you operate and deliver value.

1. Third Parties

2. Operational Resilience

3. Internet of  Things



Cybersecurity and 
Preventing Fraud

• As IT evolves, so do the schemes used by hackers

• Prevent unauthorized access to your network

• Monitoring and evaluation

• Protect sensitive data (PII, financial, IP, etc.)

• Consequences of  a breach can be catastrophic (loss of  money, 

loss of  data, reputational damage, etc.)
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Next-Gen Anti-Virus
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Polling Question #1

A. Yes

B. No

I feel my organization is safe with just traditional MFA, such as Microsoft/Google 
Authenticator, Duo, RSA, etc…
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Recent Events
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Increase in Cyber Events

Ransomware-as-a-Service (RaaS)

Source: Microsoft & CrowdStrike

Scattered Spider ALPHV or

Alpha Spider

Scattered Spider



Example of Social 
Engineering

17
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What can happen  
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Understanding 
AI
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Definition of AI

A machine-based system 

that can for a given set of 

human-defined objectives, 

make predictions,

recommendations or 

decisions influencing real 

or virtual environments. 

Artificial intelligence 

systems

use machine and human-

based inputs to:

a. Perceive real and virtual 

environments.

b. Abstract such 

perceptions into models 

through analysis in an 

automated manner.

c. Use model inference to 

formulate options for 

information or action.
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https://iapp.org/media/pdf/resource_center/international_definitions_of_ai.pdf

https://iapp.org/media/pdf/resource_center/international_definitions_of_ai.pdf


Current Landscape – AI 
vs ML

21

1. Artificial Intelligence:
Development of  smart systems and 

machines that can carry out tasks that 
typically require human intelligence.

2. Machine Learning: 
Creates algorithms that can learn how to 
make inferences and decisions based on 

experience. It identifies patterns and analyses 
past data to infer the meaning of  these data 

points to reach a possible conclusion without 
having to involve human experience data and 
make decisions based on patterns observed.
Requires human intervention when decision 

is incorrect.

3. Deep Learning:
It teaches a machine to process inputs 
through layers in order to classify, infer 

and predict the outcome.



Foundation Large Language Model Stack

22Source: Cobus Greyling

Linkedin.com/in/cobusgreyling



How AI and other tech 
can help in the 
Cybersecurity Pathway
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Cybersecurity Pathway
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What is your 
baseline?

• Identify risk to the achievement of your 
objectives

• Preform a risk assessment to help catalog 
your digital and physical assets.

• This should include an internal and 
external scan depending on the network. 

• Frequently we find devices that clients 
believed were already decommissioned.

• What is the organization’s “Crown Jewels”?

• What systems are in place to protect 
those?

25



Digital 
Footprint

A digital footprint is the record or trail 

left by the things you do online.  How 

can you design a defense if you don't 

know what to defend?

Examples:

Different programs within the organization spin 
up their own websites without the IT 
department’s knowledge

Client moved 100% to the cloud but found the 
old on-premise server was never 
decommissioned.
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Patch 
Management

27



Information Disclosure

Data Breach Index

Do not Track

How do we collect your data

What data do we collect

Data Rights

Cookies Policy ( How do we use and manage)

Changes to the privacy policy

Children’s Online Privacy Protection

Privacy policy violations
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Credential 
Management

• What should organization email addresses be used for?

• Password Policy

• Is MFA enabled?
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SSL/TLS Strength

• SSL – Secure Socket Layer

• TLS – Transport Layer Security

• TLS 1.0 replaced SSLv3 but some use 
the terms interchangeably

•  What to look out for:

• Invalid, Expired, Self-Signed SSLs

• POODLE, DROWN, BEAST attacks

• Up to date CBC-Mode Ciphers
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Fraudulent Domains

• What is typo squatting? 

• Who owns the domain? 
Lookup.icann.org or whois.sc

• Spoofed website mirroring client's 
website – lead to e-mail scamming and 
false vendor invoice payments.
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Polling Question #2

A. ISO

B. NIST Cybersecurity Framework (CSF)

C. NIST CMMC (Government Contractor)

D. PCI-DSS

E. Multiple Frameworks

F. None

G. Unsure

Does your organization follow an IT security framework?
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Cybersecurity program

• Select a framework to benchmark against.

• ISO 27001, NIST 800-53, PCI-DSS, etc…

• Develop policies and procedures to protect the 
organization’s “Crown Jewels”

• Policies should have a purpose; don’t need to 
be overly complicated

• Don’t leave it up to interpretation
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AI Gone Rogue
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AI should be the 

start not the 

end result 



AI assisted Report Writing
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AI assisted Report Writing cont…

36
Cybersecurity Professional – Adequate Response



AI assisted Report Writing cont…
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Common Language – Brief Response



Does everyone know 
the risks?

• 97% of users can’t 
recognize a phishing 
email.

• Perform semi-annual 
cybersecurity 
trainings, more 
frequent the better.

• Preform phishing 
simulations

• Send out bulletins about 
current events and what 
to look out for

• Ensure everyone knows 
your Information Security 
policy!

GRF Awareness Training  https://www.grfcpa.com/wp-content/uploads/2022/10/GRF-Cybersecurity-
Awareness-Training.pdf 38

https://www.grfcpa.com/wp-content/uploads/2022/10/GRF-Cybersecurity-Awareness-Training.pdf
https://www.grfcpa.com/wp-content/uploads/2022/10/GRF-Cybersecurity-Awareness-Training.pdf


Are we really 
protected?

• Perform annual IT audits

• Internal Threat 
Assessment, Third Party 
Risk Assessment, Access 
Reviews, Tabletop 
Exercises, Penetration 
Tests, Vendor Audit, 
Compliance Framework 
Audit.

• IT departments and 
Managed Service 
Providers are amazing, 
but who is watching the 
watcher?

• IT is complex, many do not 
understand and do not verify
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Embracing 
Technology

https://www.grfcpa.com/cyber-security-scorecard
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https://www.grfcpa.com/cyber-security-scorecard/


AI with third party risk management
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AI with 3rd Party Risk Management
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Ransomware 
Index & TPRM
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FAIR Analysis
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Culture

45
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The Culture of Innovation

Innovation

• The process of  introducing 
new ideas, devices or 
methods to solve problems

Culture

• The way of  thinking, 
behaving and working that 
exist in an organization 

Culture of 
Innovation

• Nurturing an environment 
that continually induces new 
ideas or ways of  thinking 
then translates them into 
action to solve problems or 
seize opportunities



Dysfunctional Boards
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1. Reluctance to discuss strategy or risk or both

2. A failure to refresh board composition 
resulting in stakeholder concerns

3. A failure to address succession planning

4. An inability to deal with disruptive behavior 
by a director

5. Board and committee structure that creates 
confusion or leaves issues uncovered

Source: https://boardmember.com/different-reasons-board-dysfunctional/

https://boardmember.com/different-reasons-board-dysfunctional/


IIA’s new “Three Lines Model” stresses collaboration
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Updated ModelPrevious Model

The new “Three Lines Model,” as it is now referred to by the IIA, “acknowledge[es] that risk-based 
decision-making is as much about seizing opportunities as it is about defensive moves,” the 

organization stated in a press release. “The new Three Lines Model helps organizations better identify 
and structure interactions and responsibilities of  key players toward achieving more effective 
alignment, collaboration, accountability and, ultimately, objectives.” – July 20, 2020

https://na.theiia.org/news/press-releases/Pages/IIA-Issues-Important-Update-to-Three-Lines-Model.aspx
https://na.theiia.org/news/press-releases/Pages/IIA-Issues-Important-Update-to-Three-Lines-Model.aspx
https://na.theiia.org/news/press-releases/Pages/IIA-Issues-Important-Update-to-Three-Lines-Model.aspx


Polling Question #3

A. Yes

B. No

C. Unsure

Is your board actively engaged in your organization's top risks?
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CCPA Drafted 
Regulations

50

https://www.jdsupra.com/legalnews/cppa-posts-draft-rules-on-cybersecurity-5762307/

Requiring annual independent, detailed 
cybersecurity audits for businesses whose 
use and processing of consumer data meets a 
threshold for presenting a "significant risk" 
to consumer security

The auditor is specifically required to report 
issues regarding the cybersecurity audit 
directly to the business’s board of directors 
or governing body, as opposed to reporting 
issues to business management with direct 
responsibility for the business’s cybersecurity 
program
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Global AI Legislation Tracker

https://iapp.org/media/pdf/resource_center/global_ai_legislation_tracker.pdf

https://iapp.org/media/pdf/resource_center/global_ai_legislation_tracker.pdf


Want more? 
Check out 

our podcast!
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https://www.grfcpa.com/resources/grf-on-the-go-podcast/
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Disclaimer

This webinar is not intended as, and should not be taken as, financial, tax, accounting, legal, consulting or any other type 
of advice. While we use reasonable efforts to furnish accurate and up-to-date information, we do not warrant that any 

information contained in or made available in this webinar is accurate, complete, reliable, current or error-free. We 
assume no liability or responsibility for any errors or omissions in the content of this webinar.

The use of the information provided in this webinar does not establish any contractual or other form of client 
engagement between GRF CPAs & Advisors and the reader or user. Any U.S. federal tax advice contained in this webinar 

is not intended to be used for the purpose of avoiding penalties under U.S. federal tax law. Readers and users of this 
webinar information are advised not to act upon this information without seeking the service of a professional 

accountant.
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